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Privacy Policy 

The Ripper 

Version 2.0  ·  Effective Date: [2026] 

This expands your draft with sections most privacy laws and platforms expect: legal basis, retention, breach notice, 
children's data, and account-deletion steps. Bracketed [items] need your input. This isn't legal advice — a local lawyer 
should review before publishing, particularly Section 8 if you ever expand outside Nepal/South Asia. 

This Privacy Policy explains how The Ripper (“we,” “us,” operated by Pratik Giri) collects, uses, shares, and 

protects information when you use giripratik.com.np (the “Platform”). It should be read together with our 

Terms of Service. 

1. Information We Collect 

1.1 Information You Provide or That We Receive via Login 

•​ Session Info: When you log in via Google or GitHub, we receive basic public profile details (such as 

name, email address, and profile picture) as permitted by that provider. 

•​ Account Data: Username, achievements/badges, bio, and any social links you choose to add to your 

profile. 

•​ Content: Posts, images, and other material you choose to upload or publish on the Platform. 

1.2 Information Collected Automatically 

•​ Device and technical data such as browser type, operating system, and IP address (used for security, 

troubleshooting, and abuse prevention). 

•​ Basic session and log data needed to keep the Platform running securely. 

2. How We Use Your Data 

We use the information we collect strictly for the following purposes: 

•​ To authenticate you and maintain your logged-in session. 

•​ To operate core features — displaying your profile, achievements, posts, and social links to you and, 

where applicable, other users. 

•​ To maintain security, detect abuse, and enforce our Terms of Service. 

•​ To communicate with you about your account where necessary (for example, a security notice). 

We do not sell or trade your personal information to third parties. We do not use your data to serve 

targeted third-party advertising. 

2.1 Legal Basis (where applicable) 
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Where data protection law requires a stated legal basis, we rely on: performance of a contract (providing 

the Platform you signed up for) and legitimate interest (security and fraud prevention). 

3. Third-Party Services We Use 

We rely on the following service providers to operate the Platform. Each processes data only as needed to 

perform its function for us, and is bound by its own privacy policy: 

 

Service Purpose Data Shared Provider Policy 

Google / GitHub 
(OAuth) 

Passwordless login Public profile data (name, 
email, avatar) 

Governed by each 
provider's own policy 

Cloudinary / 
UploadThing 

Image hosting & 
processing 

Images you upload cloudinary.com/privacy ; 
uploadthing.com 

Turso Database hosting Account & app data at rest turso.tech/privacy 

 
We do not control these providers' independent data practices. We encourage you to review their policies 

for details on how they handle data. 

4. Data Sharing & Disclosure 

Beyond the service providers listed in Section 3, we disclose personal data only in the following 

circumstances: 

•​ With your consent — for example, content you choose to make public on your profile. 

•​ To comply with law — if required by valid legal process, court order, or government request. 

•​ To protect rights and safety — to investigate or prevent fraud, security incidents, or violations of our 

Terms of Service. 

•​ In a business transition — if The Ripper is transferred, merged, or its assets sold, data may transfer as 

part of that transaction, subject to this Policy. 

5. Data Retention 

We retain your account data for as long as your account remains active. If you delete your account, all 

posts, achievements, and associated metadata are purged from our database, as described in Section 7. 

Minimal records may be retained briefly where required for legal, security, or fraud-prevention purposes 

(for example, a confirmed Terms of Service violation). 

6. Security Measures 

We implement industry-standard safeguards to protect your data, including: 
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•​ TLS/SSL encryption for data in transit. 

•​ Secure, authenticated API handling between the Platform and our service providers. 

•​ Access to production databases restricted to the administrator (Pratik Giri) on a need-to-know basis. 

No system can be guaranteed 100% secure. In the event of a data breach that creates a risk to your rights, 

we will notify affected users and any required authority without undue delay, consistent with applicable 

law. 

7. Your Rights & Choices 

You have control over your information. Specifically, you can access and update your profile information at 

any time through your dashboard, request a copy of the personal data we hold about you, and 

permanently delete your account at any time. We will respond to verified data requests within a 

reasonable timeframe, generally within 30 days. 

7.1 In-App Account Deletion 

The fastest way to remove your data is directly through your user dashboard: 

1.​ Log in to your account. 

2.​ Go to Settings via the user dropdown. 

3.​ Locate the “Danger Zone” at the bottom of the page. 

4.​ Click “Permanently Delete Account.” 

Note: This action is irreversible. All posts, achievements, and metadata will be purged from our database instantly. 

7.2 Manual Deletion Support 

If you encounter issues or cannot log in, please email our support team at info.theripper@gmail.com with 

the subject line “Data Deletion Request.” We will process your request within 48 hours. 

8. Children's Privacy 

The Platform is not directed at children under 13, and we do not knowingly collect personal data from 

children under 13. If you believe a child has provided us with personal data, please contact us so we can 

delete it. 

9. International Data Transfers 

Our service providers (Section 3) may process or store data on servers located outside your country of 

residence, including outside Nepal. By using the Platform, you acknowledge that your data may be 

processed in other jurisdictions, which may have different data protection standards than your home 

country. 

10. Changes to This Policy 
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We may update this Privacy Policy from time to time to reflect changes in our practices or legal 

requirements. We will post the revised Policy with an updated “Effective Date.” Material changes will be 

highlighted on the Platform where reasonably possible. Continued use of the Platform after changes take 

effect constitutes acceptance of the revised Policy. 

11. Contact Us 

Questions or requests regarding this Privacy Policy or your data can be directed to: 

•​ Operator: Pratik Giri 

•​ Website: giripratik.com.np 

•​ Email: info.theripper@gmail.com 
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